28% #3W e TFEEIT AN Vol. 28 No. 3
2011 F 3 A MICROELECTRONICS & COMPUTER March 2011

ETHENRANESHEMMNE X

oo B, E R
(1 hBHBE MRS 15 B, JERE 100190,2 R RBH#BE ST BE, JLAt 100039)

B OE: RAREUNEREHRAEBUNNLLAREREANEETN XA FRRET —FETL
FRAHAAKEFNF % B R T E RN R EHNRLEE, FUNKEH T - FTRBTNKEATH. BT &
ARG EEHERE AR H LR AT TR TASTEENE oK EEEXR ZE I NKHERANRES, RTAR
FERERBRFPRRES R EFRBHRBNAN BEAKEFANEESL L. RE AL ERRBIE T T W
XER: XETI R KT K EEE; R ERA

thEs#E: TP31 ARARIRED: A XEHE: 1000—7180(2011)03—0081—04

Forecast Algorithm for Multi-step Attack Based on Attack Utility
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Abstract; This paper presents an approach based on attack utility to recognize the attacker’s finally intention and
forecast the next possible attack. This paper describes a multi-attack by the attack intent, and establishes the multi
—attack the logic diagram based on the attack intention. During the procedure of the attack forecast, attack utility is

used to represent the attackers benefit for each attack step. The attack utility is an important reference for the multi-

step attack forecast. At the end, the validity of the algorithm is proved by the experimental results.
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